Hackers?

What could possibly go wrong...
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Hacking

“What does the
system do?”

Photo: maltman23



“Hacker”, the general type...

* Advanced on certain (technological) levels.

* Takes things apart and understand them.

* Due to understanding uses things differently.

e Absorbs information quickly, learns a lot.

e Uses a variety of tools and methods, whatever is at disposal.

...can be applied to all kinds of motivations and persuits.



Motivation & Persuit
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Intelligence Agencies Nations / Armies
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Ethical hackers

Openness
freedom of information

Decentralization Sharing
Free access to computers

Safety
World Improvement ;
Happiness

improvement to quality of life

http://en.wikipedia.org/wiki/Hacker_ethic



Ethical hackers

» Leidraad om te komen tot een praktijR
van Responsible Disclosure »

Codes of ethics connected to
certification by vendor(s)

y

Responsible Disclosure
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LICHTBILDAUSWEIS

IDENTITY CARD / CARTE IDENTITE

Name / Surname / Nom

DE WINTER

Vornamen / Given names / Prénoms

BRENNO JOHAN SIMON A.
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EDE, NIEDERLANDE
Smwmlmtylmw

NIEDERLANDE
Gattig tis / Date of expiry / Date &' expiration

21 172 2016
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NO PICTURE?
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Foto: Digital Nuisance
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Hack.



SMBC-Comics.com

\F T CAN TUST OVERCLOCK THE UNIX
ODJIANGO, T CAN BASIC THE DDOS
ROOT. OAMN. NO DI\CE. BUT WA\T.., \F I
DISENCRYPT THEWR KILOBYTES WITH A
BACKDOOR HANDSHAKE

THEN... JACKAIT.
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7 Demo Website

‘ (' 1 \ 0 www.w3schools.com/website/ el ’ ‘ ~ Google }3} ﬁ B & & # - O~ 1 =

g

w3schools.com

HOME HTML CSS JAVASCRIPT SQL PHP JQUERY ANGULAR BOOTSTRAP XML ASP.NET MORE... REFERENCES | EXAMPLES | FORUM | ABOUT

Search w3schooils.com:

e Web Building Tutorial S

Web Home
. .
Web HTML y -.' Select Language | ¥
« Fr S : & -

Web CSS Previou Next Chapter
Web JavaScript P . WEB HOSTING
——— How to Build a Web Site
Web Navigation This tutorial will teach you how to build a website. WEB BUILDING
Web AJAX
S @ You can edit all the examples yourself, and click on a button to see the result of your changes St e

uc e urself, ick on u u : :
Web AngularJS P Y y g HTML, CSS, JavaScript,

Web DaasS PHP, jQuery, XML, and
ASP Certifications

Web SQL

No Tools Needed
Web Site SHARE THIS PAGE
Web Site You will not need any software tools to follow (and complete) this tutorial. [ £ | w ] Hin P2
Web Dat'abase . oo Like
Web Design What We Will Do
Web Quality
Web WAI We will build a web site WEB RESOURCES
Web Vahdayon * We will create web pages using HTML e Sta.tlsn.cs
Web SEO e We will add a consistent style using CSS Weh Velagon
Web TCP/IP e We will add computer code using JavaScript

e We will add static data pages

Web Hosting e We will fetch data using AJAX
st Tt e We will fetch data using JSON

: e We will fetch data using SQL
Host Providers

o Jo)



Web applications through the eyes...

End user: Hacker:
Content management platform Website
Customer Relation System Website
Mobile Application Website
Worldwide Transaction System Website

Social Media Platform Website




Normal view

BrickCityDepot

Hacker view

StartTheDay
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http://www.kunstaufraeumen.ch/

Technology Stack (website)

Extensions / Plug-ins ’/
composite

Servers

Configuration,
Versions,
Updates,
Patches,

Standards,

Sub-standards,

People

38





http://www.flickr.com/photos/34382845@N00/

Or... “security auditing”

* Auditing with a freeform component...

* What guide to use?
e Owasp?

* What to check exactly?

* Constantly evolves...
* Complex set of circumstances

HETEYENET SO A EL



Reconnaissance

Public information

Search results

Company information

Url’s and servers

Other sites on the same domain

Technology stack

Server banners

Names of webservers
Page extensions
Metadata, frameworks

Software

Checking for known weaknesses
Check background information of
used software (such as admin
urls, publisher, source code)

MARTHA ROTTER / SCRAPERWIKI

Public information

- e-mail adresses

- Linkedin, facebook, twitter, flickr

- ... Mmore more more

- Derive password-context from public
sources.

Find the weak spots



1ISSaNnCce exercise

Reconna
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http://www.flickr.com/photos/compujeramey/

ive hacking example

Online Banking
Wescome: 10 Zeso Onling
Bankng. Zero provides a
greenss and more convesnient
way 10 manage your money
2810 enaties you 10 cheadck your
account balances, pay your
bils, transfer money, and keep
detiled reconds of your
transactions, wherever these s
an ntemet connection

R Online Banking & Checking Account Activity X Transfer Funds ™ My Money Map

http://zero.webappsecurity.com/

pfos


http://www.flickr.com/photos/pfos/
http://zero.webappsecurity.com/

Make.

ooooooooooo



’'ve found a serious security problem...
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Dark side (not an option)

* Anarchy, chaos, war

* Highest bidder, no ethics,
immoral

* Might have derailing effect on
society -2 illegal.

Absolutely unacceptable to
ethical hackers and punishable
by law.



Journalist

 Source protection (NL)
* Might publish before fixing
* Might or might not protect you

Reputation = trust.

http://www.nu.nl/media/3884580/wettelijk-recht-
bronbescherming-journalist.html




. Nationaal Cyber Security Centrum
Mimisterie wan Veiligheid en Justitie

Responsible disclosure

* Companies should have

Responsible Disclosure policy » Leidraad om te Romen tot een praktijk

e Company might still sue van Responsible Disclosure »

* NCSC can be an intermediate
e NCSC can be “wobbed”
* NCSC can be a guide

“Wobbed”:
https://nl.wikipedia.org/wiki/Openbaarheid_van_bestuur




Elger Jonker MISD CEH

Contact

< elgerjonker.nl



